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6. Writing filesystem back to chip

7. Getting a root shell



What is SPI flash memory?
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What is it?

How is it used 
in IOT devices?

Where’s it 
found?

SPI flash memory, also known as flash memory, has become 
widely used in the embedded industry and is commonly 
used for storage and data transfer in portable devices.

Common devices include phones, tablets, and media 
players, as well as industrial devices such as security systems 
and medical products.

The flash memory is non-volatile, meaning that it retains its 
stored data when the device is powered down.

Typically, a SOC will contain a first-stage bootloader which 
will invoke a second-stage bootloader (U-boot) stored in the 
flash memory. Additional filesystems are also stored in flash 
memory, which normally contain vendor binaries and 
configuration scripts for device operation.

Processor (e.g. ARM, 
Cortex-M3)

SPI-Controller

SPI-Flash Memory

SoC (System on Chip)

Our focus
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Identifying flash memory
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25Q32JVSIQ
family size (m-bit)

25Q16CSIG
family size (m-bit)

Physical 
characteristics

Part numbers

Vendor 
identification

Datasheets

Serial Flash Memory is available in many 
packages. One of the most common 
packages is SOP8 (see right).

Vendor names/logos as well as part numbers 
are typically printed on the top-side.

Look for the logo, common vendors in the 
IOT space are GigaDevice, Winbond, Puya.

Using Open Source Intelligence (OSINT) aka 
Google, we can lookup the part number of 
the packages to locate their data sheet.

Top tip: Check out alldatasheet.com

http://alldatasheet.com/


Identifying flash memory – Flash memory datasheets
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Source:
https://file.elecfans.com/web1/M00/9E/D4/pIYBAF06m9-AAQD1ABreaXbSNRY789.pdf

Flash memory specifications can often be found with a quick Google 
search for the product part number printed on to the surface of the chip
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Target Selection
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Target 
Selection

IPcams are a good place to start when getting into 
IOT hacking as they are very affordable and offer a 
large attack surface

Common
Attack Surface

▪ UART serial
▪ SPI flash memory
▪ Network traffic between IPcam and cloud
▪ Network traffic between Mobile app and cloud
▪ Network traffic between IPcam and mobile app
▪ Mobile app decompilation

Before you 
buy

Check for FCC submissions. Vendors selling 
wireless capable products in the the US are 
required to register their products with FCC. These 
normally include submitting user manuals, 
technical specifications and teardown images of 
the device internals. These are very helpful 
creating a threat model to determine the attack 
surface of the device and whether it is a suitable 
candidate for security research.

FCC documents: https://fccid.io/2ASAQ-A31

FCC documents: https://fcc.report/FCC-ID/2AVYF-IPC-TAX2C/

FCC documents: https://fccid.io/2AK47LF-P1

https://fccid.io/2ASAQ-A31
https://fcc.report/FCC-ID/2AVYF-IPC-TAX2C
https://fccid.io/2AK47LF-P1


Target Selection – FCC documents

9Source: https://fcc.report/FCC-ID/2AVYF-IPC-TAX2C/5016580

Possible UART Possible flash memory

Camera lens removedGrove pin header added

From FCC submitted documents it is possible to gain insights as to the 
possible attack surfaces present on the target device ahead of purchase
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Development Boards Multi-tools Dedicated Programmers

Dumping flash memory – tooling requirements
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Arduino Bus PirateRaspberry Pi Flipper Zero Xgecu T56

SPI flash can be read/written from devices with an SPI interface, these range in price and 
availability. If you are on a budget, you can use existing hardware you have lying around or 
purchase specialist hardware to increase reliability.

CH341A
Programmer



Dumping flash memory – connecting to SOP8 chip
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Pros
Flash memory can be extracted 
without removing the chip from the 
board

Cons
Reading (worse writing) via the chip 
can be unreliable as the chip reader 
may power up the SOC via the VCC rail

SOP8 Test clip / PCB probes SOP8 to DIP8 socket

Pros
Flash memory can be read/written 
with high success rate

Cons
Chip needs to be removed from board 
with hot air/soldering iron



Dumping flash memory – attaching the chip to the programmer device
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1

2

3

4 8
7

6

5

To remove the requirement of desoldering the chip, 
a wiring harness been soldered to the pads and 

connect to a SOP8 > DIP8 socket

Disconnect DIP8 
socket from wiring 

harness and place in 
the Xgeco programmer  



Dumping flash memory – Detecting the SOP8 chip in Xgpro
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Launch Xgpro 
software

Using wine, we can run the 
Windows binary on Linux

Detect the 
flash memory 
chip

1. Click “Auto” on the top menu
2. Click “Detect” in the Auto 

Search window
3. Select the highlighted Model
4. Click the “Select” button

1

2

3

4



Dumping flash memory – Reading & saving the contents of the SOP8 flash chip
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Read the flash 
memory

1. Click “READ” on 
the top menu

2. Click “Read” in 
the Chip Read 
window

3. Click “BACK” once 
read is complete

1

2 3

Read the flash 
memory

4. Click “SAVE” on 
the top menu

5. Click “Browse” in 
the Save to file 
window

6. Locate your 
preferred location 
and click “Save”

7. Click “Save As”
8. Click “OK”

4

5

6

7

8
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Modifying filesystems – extracting flash contents and modifying files
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Extract 
contents

Modify root 
password

Enable Telnet 
Access

Using the binwalk[1] firmware analysis tool 
we can extract the contents of the flash 
memory dump.

binwalk attempts to calve out different 
areas of the binary file into filesystem 
sections.

Our focus should be on SquashFS and 
Jefferson filesystems to try and locate 
interesting files

The shadow file on *nix systems contains 
local user password hashes. We can 
change the hash to something we know

The telnet daemon is installed but 
commented in the init.d/rcS script. By 
removing the # we enable the service

[1] https://github.com/ReFirmLabs/binwalk 

$ openssl passwd -1 -salt [salt] [password]



Modifying filesystems – extracting and creating Squashfs filesystems to inject into flash binary
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Extracting the 
Squashfs 
filesystem

The binwalk tool previously extracted 
the Squashfs filesystems using 
sasquatch. Let’s extract it again using a 

stand alone binary (unsquash) which 
we have full control of.

Filesystem 
parameters

Blocksize and compression type can be 
obtained from the previously ran 
binwalk command.

Create 
filesystem

Using the above parameters, we can 
create a new Squashfs filesystem 
which closely matches the original. 

Injecting into 
flash dump 

The modified squashfs partition can be 
injected into the original flash dump 
using cat and dd. 

$ cat mnt/modified.squashfs | dd conv=notrunc 

of=hitb-firmware-dump.bin bs=1 seek=$((0x200000))

$ mksquashfs squashfs-root/ 200000-modified.squashfs -comp xz -b 65536

$ binwalk ./firmware

$ unsquash ../200000.squashfs
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Writing filesystem back to chip
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Load the flash 
dump

1. Click “LOAD” on 
the top menu

2. Click “Browse” in 
the File load 
window

3. Locate the 
dump.bin and 
click “Open”

4. Click “OK”

Write the 
dump to the 
chip

5. Click “PROG” on 
the top menu

6. Click “Program” 
in the Chip 
Program window

7. Click “BACK” once 
complete

1

2

3

4

5

6 7
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Getting root shell – re-attaching the chip IPcam
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Remove DIP8 socket 
from the Xgeco 

programmer and 
connect back to the 

wiring harness



Getting root shell – telnet if camera no longer broken :/
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Root shell here ;-)
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