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What is UART?
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▪A universal asynchronous receiver-

transmitter (UART) is an asynchronous 

system, that rely on pre-configured baud rates 

to synchronize the data transmission, with the 

data being sent one bit at a time through a pair 

of wires: a transmit (TX) line and a receive 

(RX) line.

▪UART is commonly used for short-range 

serial communication between 

microcontrollers, embedded systems, and 

various peripheral devices, such as displays, 

keypads, computers, wireless modules, and 

industrial equipment.
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Objective of gaining UART access
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UART is one of the most common interfaces available in many devices.
By accessing UART, we target to achieve the followings: 

Interactive console Dumping firmware
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Identifying UART – identify pin out [1/2]

6

Potential 
UART Pin out

Tools required  ▪ Crocodile clip wire (x4)
▪ Multimeter

Identify 
GND port

1. Ensure the device is powered off
2. Use "Continuity Test" Mode on Multimeter
3. Touch one probe of multimeter onto an arbitrary metal on the 

board, and test the GND port by touching the other end of 
multimeter

4. The GND pin can be identified if a continuous "beep" sound from 
multimeter is noted



Identifying UART – identify pin out [2/2]
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Identify 
TX port

1. Ensure the device is powered on
2. Use "DC Voltage Mode", with 20V Max on Multimeter
3. Touch black probe onto GND port, and test the TX port by touching the red probe
4. The TX port can be found if the multimeter measures a fluctuate voltage (around 1.8V - 2.1V) and 

then returning to VCC voltage (due to debugging data sent over via TX port)

Identify 
RX port

1. Ensure the device is powered on
2. Use "DC Voltage Mode", with 20V Max on Multimeter
3. Touch black probe onto GND port, and test the TX port by touching the red probe
4. The TX port can be found if the multimeter measures a small fluctuate voltage

Identify 
VCC port

1. Ensure the device is powered on
2. Use "DC Voltage Mode", with 20V Max on Multimeter
3. Touch black probe onto GND port, and test the VCC port by touching the red probe
4. The VCC port can be found if the multimeter measures a constant voltage (usually 3.3V or 5V)



Identifying UART – verify baud rate by Logic Analyzer [1/4]
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Tools required  ▪ Logic analyzer
▪ Machine with PulseView and corresponding driver installed
▪ Connecting wires

Setup 1. Connect TX of device to any channel on the logic analyzer
2. Connect GND of device to GND on Logic Analyzer
3. Install PulseView (and all dependencies) on your machine
4. Connect Logic Analyzer and machine

What is 
baud rate?

▪ Baud rate is the measure of the speed at which data is transmitted 
over a communication channel, typically expressed in bits per second 
(bps)

▪ It determines the number of signal or symbol changes that occur per 
second, allowing devices to effectively communicate with each other 
by synchronizing the rate at which data is sent and received.



Identifying UART – verify baud rate by Logic Analyzer [2/4]
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Procedures 1. Open up PulseView, and ensure the logic analyzer is connected and selected
2. Choose 500M samples and 24MHz^ initially
3. Click run, and turn on the device
4. There should be a signal appearing on your selected channel
5. Zoom into the smallest trough, and measure the time interval of the trough. This is used for 

rough estimation of signal frequency
6. Approximate value to the closest common Baud rate (e.g. 115200 in our demo)

^ Be reminded to check the maximum supported frequency on your logic analyzer and set to highest available



Identifying UART – verify baud rate by Logic Analyzer [3/4]
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Procedures 7. To read the decoded content from TX of device, select “add protocol header”, and choose 
UART

8. Select the channel as TX, with Baud rate set to the approximated value, and Data format to 
ASCII

9. Now you are able to view the decoded content from TX
10. If the content displayed in garbled, try with different Data bit, Parity and Stop bit



Identifying UART – verify baud rate by Logic Analyzer [4/4]
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Procedures 11. Alternatively, you can also leverage “binary decoder 
output view” and view the Hexdump content
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Connecting to UART
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FTDI Bus Pirate Raspberry Pi Flipper Zero



Connecting to UART via Bus Pirate
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Bus Pirate

Setup 1. Connect TX of device to MISO (Master In Slave Out) of Bus Pirate
2. Connect RX of device to MOSI of Bus Pirate
3. Connect GND of device to GND of Bus Pirate
4. Connect Bus Pirate to your machine

Procedures 1. On your machine, open console, and list out candidates of USB 
ports:
Linux: ls /dev/usb*
MacOS: ls /dev/tty.usb*

2. To open serial connection to bus pirate, input either of the 
following commands:
• screen <bus-pirate-serial-port> 115200

• picocom –b 115200 <bus-pirate-serial-port>

3. Input m, then select 3 (UART), and configure with the baud rate, 
data bit, parity bit, stop bit you found in previous session

4. Select 2 for the power
5. Input (1)Transparent UART bridge and interact with UART on the 

device
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You got the shell!
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Interactive console via Bus Pirate
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Procedures 1. Launch the transparent UART bridge mode on Bus pirate, allow the 
boot flow to complete

2. You may now find yourself on the login console after the boot is 
completed, but how can one get the credentials to authenticate?

3. Authenticate with the obtained credentials
- default password (root:root, admin:admin, etc)
- web UI admin password
- decrypted password from /etc/shadow from firmware analysis
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SPI flashJTAG

Methods to dump firmware
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UART (U-boot)

Check our other workbenches for walkthrough 
on jTAG and SPI flash!

Online repository from vendor
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Extract hash and crack password from official firmware repository [1/2]
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Procedures 1. Download the firmware from vendor’s website
2. Extract the filesystem from the firmware binary with binwalk

binwalk –e <firmware_binary_path>



Extract hash and crack password from official firmware repository [2/2]
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Procedures 3. Extract the hash from /etc/shadow
4. Search the hash from online, or crack it with your hashcat 

Googling the hash[1]

[1] https://blog.xynos.co.uk/2020/03/hashcat-fun.html
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What is U-Boot
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Description ▪ Official name: Das U-Boot (the Universal Boot Loader)
▪ Architectures supported: M6800, ARM, Blackfin, MicroBlaze, IBM 

S360, My66, MOS 6502, ARM64, MIPS, Nios, SuperH, PPC, RISC-V, 
x86

▪ GitHub repository: https://github.com/u-boot/u-boot

Functionality ▪ First-stage and second-stage bootloader
▪ Intended start-up flow for board
▪ Stores important configuration parameters (e.g. IP address of TFTP 

server)

Information 
retrievable

▪ Firmware, which could contain:
▪ Passwords and Hashes
▪ Usernames
▪ Sensitive Public-private key pairs
▪ IP addresses pre-configured for communication



U-boot via Bus Pirate
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Procedures ▪ [For TP-Link devices] repetitively type “tpl” and enter in the beginning of boot -> dump firmware
▪ [For other devices] check for documentations on u-boot

Common 
commands 
available

▪ autoload
▪ autostart
▪ baudrate
▪ bootargs
▪ bootcmd
▪ bootdelay
▪ bootfile
▪ ethaddr
▪ ipaddr
▪ loadaddr
▪ serverip
▪ silent
▪ help
▪ printenv
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Exercise – Dump root credentials from U-boot
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Hints ▪ Here are a few keywords that may spark your thoughts:
▪ md (memory display)
▪ cp (copy)
▪ binwalk
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Alternative boot if all these failed
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USB live boot TFTP boot
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Interactive root console
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Procedures 1. Authenticate with the obtained credentials

What’s next? ▪ Thorough enumeration on filesystem, and look for sensitive 
information

▪ Inspect services installed (e.g. available services on busybox)
▪ Dynamic analysis (e.g. running processes, interaction with other 

devices, communication with external IPs)
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